securestate

INFORMATION SECURITY AND TECHNOLOGY

Feel Secure.
Move Faster.

Secure State supports Australian defence industry businesses to strengthen
their cyber security and information protection environments, helping them
stay ahead of evolving compliance and regulatory requirements while CENTURY

achieving their strategic objectives.

As one of Australia’s most trusted Defence industry partners, we work alongside
organisations to build, implement and maintain cyber programs, while also

providing managed services that support their operations on a day-to-day N
basis. This ensures businesses can operate with confidence and continue Hanwha )&

protecting Australia’s national interests.

With a proven track record securing IT systems across Defence and Critical
Infrastructure, Secure State is also Australia’s leading expertfor the US
Department of Defense Cybersecurity Maturity Model Certification (CMMC)
program, ensuring our clients remain eligible and competitive in the global Apc \
Y 2%

defence supply chain.

(e frid

Luke Smith

Founder and Managing Director
e: luke.smith@securestate.com.au

m: 0401241456
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Key Defence Industry Customers
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Accreditations and Standards
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INFORMATION SECURITY AND TECHNOLOGY

Strategy and Consulting
¢ Gap Analysis
¢ Governance Risk and Compliance
¢ Data/Information Governance
+ Disaster recovery and backup
strategies
Technical Assessments
Vendor/Systems/Architecture
Secure Digital Transformation
Cloud migrations
Supply Chain Assessments
IT and Cyber Strategy Alignment

Proactive Security Services
Penetration Testing
External/Internal

Red Teaming

Vulnerability Assessments
Physical Inspections

Secure Resilient Infrastructure
¢ Cloud and On Premise
¢ Security Domain and OT/IT
Segregation

Managed Service Provider

Security as a Service
ICT Helpdesk

CISO as a Service

Security Awareness Training

Social Engineering &
Phishing Campaigns

Security Frameworks

e 1SO 27001
Essential 8
Australian Government ISM
DISP Entry Level to Level 3
CMMC Level1and Level 2
Cyber Essentials (& Plus)
ITAR (NIST 800 53)
NIST SP 800 171, SP 800 172

Security Framework Sustainment

Endpoint Detection and Response
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* Disaster Recovery and Back Up )
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« Secure Collaboration

¢ Critical Information Discovery and
Classification

e Secure Data Stack
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Secure Protected Cloud
Secure Internet Gateway
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Secure Protected Cloud
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